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Introduction

Myanmar’s media has historically been overbur-
dened with vague, repetitive, inconsistent, and
overlapping laws that make up an oppressive legal
framework packed full of risk for outlets and jour-
nalists alike. Some of these, such as the News Media
Law (2014), Printing and Publishing Law (2014), and
Broadcasting Law (2015) are special laws applicable
primarily to the media only.’ Others, including the
Penal Code (1860), Telecommunications Law (2013),
and Revenue Law (2014), are laws of general appli-
cation that substantively regulate the media.* A
third category consists of special laws and policies
that ostensibly regulate other sectors but in practice
apply to the media too. Laws regulating civil society,
defined as non-State and nonprofit entities that in-

The International Center for Not-for-
Profit Law (ICNL) is an international
organization that provides technical
assistance, research, and education to
support the development of appropri-
ate laws and regulatory systems for
civil society organizations in countries
around the world. ICNL has provided
assistance to civil society law reform
projects in over 100 countries. ICNL
works closely with international and
continental institutions; private foun-
dations; and scores of in-country
colleagues. For more information on
our work, please visit www.icnl.org.

clude community-based and national civil society organizations (CSOs) as well as

international non-governmental organizations (INGOs), are an example.

The media and media outlets in particular may have different high-level purposes when

compared to CSOs, but they also share many similarities within Myanmar’s civic space.

Both media outlets and CSOs primarily rely on exercising similar human rights, includ-

ing the rights to freedom of association and freedom of expression, far more so than

1FEM (2017), “News Media Law”, Free Expression Myanmar; FEM (2017), “Printing and Publishing Law”, Free Ex-
pression Myanmar; FEM (2017), “Broadcasting Law”, Free Expression Myanmar
2FEM (2017), “Penal Code”, Free Expression Myanmar: FEM (2017), “Telecommunications Law”, Free Expression
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other sectors. The Myanmar State has always regarded them with much the same sus-
picion; as political opposition and a threat to all levels of government.3 Their employees
face similar heightened risks of State-sanctioned violence and prosecution.* As one ex-
pert on Myanmar’s media sector observed: “The military see us all through the same
lens, as enemies that need to be silenced.”s

The similarities are operational too. Some of Myanmar’s media outlets grew out of
CSOs, are arms of CSOs, oversee CSOs, or were, prior to the coup, registered legally as
CSOs.® Many outlets operate in a similar way to CSOs, particularly small-to-medium-
sized media outlets and outlets that serve particular communities. They often recruit
from the same pool of people, especially self-styled “citizen journalists” hired since the
coup.” They have the same sources of income and are often combined together in donor
funds targeting “media and civil society”.! Many media outlets have implemented - not
just reported on - projects in partnership with CSOs and INGOs.® Some have also de-
signed, fundraised, and implemented their own projects independent from other
partners.” Many of these projects are communications-focused, but they are also do-
nor-funded, nonprofit, and focused on achieving civic aims, rather than serving a
purely media purpose.

The media has its own sector-specific media-related CSOs too. Many media employees
are members of labor rights CSOs, including the Myanmar Journalists’ Network, My-
anmar Journalists’ Union, Myanmar Journalists’ Association, and Myanmar Women
Journalists’ Association. Media owners have established CSOs, such as the Myanmar
Broadcasters’ Association. Several INGOs have operated in Myanmar purely to support
media outlets, including Deutsche Welle Akademie, Internews, and BBC Media Action.

Therefore, any vague and overbroad laws or policies that affect the rights of CSOs and
INGOs in Myanmar not only undermine the resilience and diversity of a key source of
information for the media but are also highly likely to affect the rights of Myanmar’s
media too. Media rights are affected on paper even if in practice many media outlets,
like CSOs, choose not to engage with the military junta, or are already operating under-
ground or in exile. This report assesses two relevant developments since the coup began,
the first being the military junta’s illegitimate new Association Registration Law, and
the second being the blacklisting of Myanmar by an international body, the Financial

3 Civicus (2022), “Arrests of activists. journalists continue in Myanmar as military tribunals impose harsh sentences”,
Civicus

4 AAPP (2022), “Daily briefing”, AAPP

> Interview with a media editor, 9 December 2022
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8 USAID (2017), “FHI 360 Civil Society and Media Project, Burma”, USAID; UNDP (2015), “Procurement notice”,
United Nations Development Programme
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Action Task Force (FATF). Based on research and key informant interviews, the report
examines how these two developments have and may yet affect CSOs, media-related
CSOs, and media, and suggests recommendations.

Association Registration Law

The Association Registration Law (2022) was enacted by the military junta’s leadership
body, the State Administration Council (SAC), on 28 October 2022. It repealed the As-
sociation Registration Law (2014) which was enacted by a previous quasi-civilian
government and created a “relatively enabling CSO regulatory regime including volun-
tary registration.”” The 2022 law followed the military’s suspension of constitutional
rights under the guise of their unlawful declaration of a state of emergency.”> ICNL and
other international organizations have published analyses of the new law and its ac-
cordance with international human rights standards.’s

Mandatory registration

The most significant change in the military junta’s 2022 law is that it rolls back the
quasi-voluntary registration regime established under the 2014 law, returning Myan-
mar’s legal framework to the same authoritarian rulebook of mandatory registration
last seen under the previous military junta. The 2022 law does this by prohibiting the
establishment and operation of any association that does not have a valid government-
issued registration certificate (Art. 33). It also prohibits anybody from operating, par-
ticipating in, promoting, or passing off as real any association that does not have a valid
registration certificate (Arts. 34-35). ICNL’s legal analysis highlights that the manda-
tory registration system established in the 2022 law is a violation of international
human rights law.™

The 2022 law did not come as a surprise to many as the military junta had already
stopped registration and renewal applications from being submitted under the old 2014
law.’s Registration under the 2014 law was “voluntary” on paper but in practice, many
groups of different types had no choice because without registration they would have
been unable to attract funding and been excluded from interacting with the State at any
level.®®

M CNL (2022), “Myanmar (Burma)”, ICNL

12 FEM (2021), “Statement by Myanmar civil society organisations on the unconstitutionality of new ‘laws”, Free Ex-
pression Myanmar

13 ]CNL’s analysis of the Association Registration Law (2022) has been circulated to a variety of relevant stakeholders
and may be found in future on ICNL’s website: https://www.icnl.org/country/asia-the-pacific/myanmar/
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5 1CNL (2022), “Myanmar civic space assessment”, ICNL
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Applying for registration under the 2014 law was always difficult, expensive, and
fraught with arbitrary decision-making from the State.”” Nonetheless, some CSOs, me-
dia-related CSOs, and media outlets chose to register under the law simply to be able to
apply for an official bank account and the benefits of apparent legitimacy that came
with it.” The new mandatory regime under the 2022 law will be a far greater barrier yet,
forcing many groups to either take on a formal relationship with the military junta’s
State, with all the issues that raises, operate in secret or in exile, or close down.” Before
the 2022 law was enacted, CSOs and INGOs were already reporting being asked by State
authorities whether they were registered and if so whether the registration had expired
and whether they wished to continue operating.2°

A mandatory registration regime may also negatively affect the fundraising efforts of
CSOs, media-related CSOs, and media outlets. Many donors previously encouraged or
required groups to register as a precondition to receiving any funds over and above a
few thousand dollars.? Since the coup began, some donors have continued to require
registration, this time with the military junta, despite the obvious risks of doing so.* An
ICNL report states that, “the inflexibility of some donors has raised questions about
whether certain aid agencies are serious.”?3 CSOs and most small-to-medium-sized me-
dia outlets also heavily rely on donor intermediaries, such as INGOs or not-for-profit
enterprises, as a primary funding stream. Some of these intermediaries continued to
operate from within Myanmar after the coup began and may therefore register under
the 2022 law, threatening the resilience of support flowing to their recipients.*4

Any reduction in the number of CSOs and INGOs operating in Myanmar, or the number
of those operating above ground, may also threaten to undermine the media’s substan-
tive work too, by reducing the availability of independent sources of information upon
which journalists rely. Any reduction may seriously undermine the diversity of civil so-
ciety, leaving journalists with a narrower scope of information, and excluding
important issues from the media space and therefore from public discourse. In the
words of one editor: “It was already hard enough getting independent and reliable in-
formation. If CSOs disappear, reporting will become much harder and the quality of our
reporting may decline.”*

Y FEM (2021), “Review of post-coup CSO funding submitted to UN”, Free Expression Myanmar
8 |nterview with media editor, 12 December 2022

17 Liu (2021), “CSOs after the coup: Operations squeezed, funding crunched”, Frontier Myanmar
201CNL (2022), “Myanmar civic space assessment”, ICNL

21FEM (2021), “Review of post-coup CSO funding submitted to UN”, Free Expression Myanmar
22]CNL (2022), “Myanmar civic space assessment”, ICNL

22]CNL (2022), “Myanmar civic space assessment”, ICNL

2 For example, USAID (2017), “EHI 360 Civil Society and Media Project, Burma”, USAID

25 Email correspondence with media editor, 13 December 2022
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Restricted purpose and activities

The 2022 law establishes new overbroad restrictions on the purposes and activities of
registered associations, interfering in their work and undermining any pretense that
they are independent of the military junta’s State. The 2022 law limits the permissible
purposes of lawful associations, including both CSOs and INGOs, to only those that are,
“social” and “benefit the State and citizens in accordance with constitutional rights”
(Arts. 2c-d). The definition of a “social” purpose is vague in meaning and scope but is
generally understood in the Myanmar context to cover only the provision of basic needs
such as food and education, filling gaps left by the State’s absence. ICNL'’s legal analysis
states that this very ambiguous limitation on permissible purposes is not compatible
with international human rights law.2¢

The 2022 law also explicitly excludes any group which has the purpose of “directly or
indirectly” working on undefined “political issues” from mandatory registration (Art.
26a). The provision may ostensibly appear to indicate that a broad range of groups,
likely including those working on human rights, good governance, minorities, or in-
deed the media, need not conform to the authoritarian law. However, in the Myanmar
context, where the military junta seeks to oppress everything, putting such groups into
an unregulated space is better interpreted as an outright prohibition on such groups in
practice.?” This effective prohibition may therefore ban many CSOs and media-related
CSOs such as journalist unions. However, the law also allows for registration under
other unlisted laws, which for many media outlets may mean registering under the au-
thoritarian licensing regimes of either the Printing and Publishing Law or the
Broadcasting Law (Art. 26¢).2

The 2022 law not only defines acceptable purposes but also regulates the activities that
groups do to achieve their purposes. Activities must be regularly reported to and ap-
proved by the State (Art. 281, e). Activities must not, “interact” with undefined,
“political, economic, religious, or faith” sectors (Art. 2g). They must not “interfere” with
the State’s “internal affairs” or with the workings of government departments (Art. 28q,
f). Activities must not organize on or conduct advocacy for any interest except “social”
ones (Art. 36). They must not “directly or indirectly contact or support” any “terrorists”
or “unlawful associations”, which, according to the military junta’s past orders, includes
many CSOs, media outlets, and political opposition groups (Art. 38b-c). Activities must
also not “harm” sovereignty, law and order, security, or ethnic “unity” (Art. 39).

26]CNL’s analysis of the Association Registration Law (2022) has been circulated to a variety of relevant stakeholders
and may be found in future on ICNL’s website: https://www.icnl.org/country/asia-the-pacific/myanmar/

27 Interview with lawyer, 11 December 2022

28 FEM (2017), “Printing and Publishing Law”, Free Expression Myanmar; FEM (2017), “Broadcasting Law”, Free Ex-
pression Myanmar
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These activity restrictions may strongly dissuade applicants and registered associations
from taking a rights-based approach to aiding beneficiaries; from having media, com-
munications, and advocacy strategies; or from interacting with the media in any way.°

Intermediary INGOs and CSOs applying to register or renew registration may find it
impossible to lawfully sub-grant to media-related CSOs and media outlets. CSOs and
INGOs may also find it impossible even to partner with media-related CSOs or media
outlets to deliver activities. CSOs and INGOs that trained or in other ways supported
media and journalists before the coup may not be able to lawfully implement those
same activities now, impacting journalism capacity in the country.’° If media-related
CSOs or media outlets did somehow manage to be involved in such activities, the regu-
latory regime would mean that as a consequence they may not be able to freely operate
and report, particularly with respect to current affairs issues.3 The restrictions may
have internal repercussions for associations too, such as stripping out any media rela-
tions or communications departments and project components, further reducing the
media’s sources of information. Civil society may once again see the reemergence of
sham “GONGOs” (Government-organized non-governmental organizations) that were
common under the previous military junta.3?

Burdensome administration

The 2022 law not only excludes a broad range of different groups and activities but also
establishes an administrative regime that ICNL'’s legal analysis regards as dispropor-
tionately burdensome.33 The disproportionately burdensome nature of the regulatory
regime starts right from the registration process which requires various letters of sup-
port from the State, as well as demanding vaguely-defined and repetitive
documentation, for instance on “intended activities” and “activities to be carried out”
(Art. 7). Obtaining such letters of support was difficult for groups to achieve under the
2014 law, particularly for media-related CSOs which were regarded by the government
as “too political”; such letters of support may be nearly impossible now.34 Applications
to a State-controlled registration board may be denied simply due to a mere, “suspicion”
of “any harm” to sovereignty, law and order, security, and ethnic “unity” (Art. 8c). A re-
jected application may be re-submitted to the registration board only once, and there is
no right of appeal to an independent court (Art. 11b).

Once registered, associations must continue to face burdensome requirements made by
the State without any defined procedure or safeguards against abuse. An association

27 Interview with CSO leader, 9 December 2022

%0 Email correspondence with media editor, 13 December 2022

31 nterview with editor, 11 December 2022

%2 Online Burma/Myanmar Library (2019), “GONGQs”, Online Burma/Myanmar Library

33 ]CNL’s analysis of the Association Registration Law (2022) has been circulated to a variety of relevant stakeholders
and may be found in future on ICNL's website: https://www.icnl.org/country/asia-the-pacific/myanmar/

34 Interview with CSO leader, 10 December 2022
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must submit work plans to a registration board every three months for approval of its
intended activities (Art. 281, e). A registration board and other unspecified State depart-
ments may choose to “inspect” the association’s money and assets (Art. 6f). They may
also “inspect” documents and make “enquiries” (Art. 28h). Associations must not hire
senior staff without approval from a registration board (Art. 28j). They must not work
in natural disaster zones or restricted areas without prior approval (Art. 28k, m). They
must re-apply to renew their registration every five years, and any renewal may be re-
jected based upon the same vague reasons as the initial application (Art. 47, 14d). All of
these requirements are likely to encourage registered associations to either mislead the
registration board, with all the risks that entails, or avoid implementing media, com-
munications, and advocacy activities, including having any relationship with media-
related CSOs and media outlets, either as partners, advocacy targets, or beneficiaries.3

Disproportionate sanctions

The 2022 law includes a range of illegitimate, unnecessary, and disproportionate crim-
inal penalties that may make leading, participating in, or supporting any group,
including registered associations, an extremely risky personal endeavor.3® Anyone
caught establishing or operating an unregistered group may be imprisoned for up to
three years and fined (Art. 40). Anyone caught working for an unregistered group may
be fined and, if they do not pay, later imprisoned for up to two years (Art. 41). Anyone
caught offering support or encouragement to an unregistered group may similarly be
fined and later jailed (Art. 41). Penalties for those working for registered associations
are just as severe as for those in unregistered groups. Officers from registered associa-
tions may be imprisoned for up to three years for organizing, advocating on, or
communicating about anything but “social” activities (Art. 42). They may also be im-
prisoned for up to five years if they contact or support “unlawful” or “terrorist”
associations, or their members, which under past military junta orders would include
many CSOs, media outlets, and their employees (Art. 43). ICNL’s legal analysis states
that each of these very ambiguous criminal offenses falls far short of international hu-
man rights law.3

In addition to criminal penalties, the 2022 law includes administrative sanctions for as-
sociations themselves. National and local registration boards have the power to issue
warnings to registered associations, temporarily limit their activities, temporarily sus-
pend their registered status, or deregister associations permanently (Art. 29a1-4).
Registration boards may carry out any of these sanctions, including disproportionately

3 Interview with CSO leader, 9 December 2022

3¢ OHCHR (2022), “Myanmar: UN Human Rights Office deeply concerned by new NGO law”, UN Human Rights Of-
fice for South-East Asia

371CNL’s analysis of the Association Registration Law (2022) has been circulated to a variety of relevant stakeholders
and may be found in future on ICNL's website: https://www.icnl.org/country/asia-the-pacific/myanmar/
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de-registering an association, without any gradual steps and for a wide range of reasons
including failing to submit quarterly work plans (Art. 29a). Any association that, “inter-
feres in internal affairs or politics” must be immediately de-registered (Art. 29b). There
is no right of appeal to the courts (Art. 30¢).

These harsh and ambiguous criminal penalties and administrative sanctions may mean
that all groups, including registered associations, make extra effort to operate in secret
or at least with a low public profile, so as not to attract attention from the military
junta’s State.3® This would have the effect of encouraging both registered and unregis-
tered associations to take a risk-averse approach internally, by cutting any public-
facing activities or departments, and externally, by cutting any activities with or fund-
ing to media outlets. As one editor stated, “Any registered association that chose to work
with us now would either have to hide the project entirely from the military junta or
reveal vague parts, with either choice attracting significant risk.”°

Financial Action Task Force (FATF)

The Financial Action Task Force (FATF) was established by the Group of Seven (G7) in
1990 as an intergovernmental watchdog for combatting money laundering, terrorist fi-
nancing, and financing of weapons of mass destruction (ML/TF).4° It is part of the global
“good governance” agenda promoted by the UN, IMF, World Bank, and regional politi-
cal and economic bodies. FATF is underpinned by a non-obligatory “Mandate”, rather
than a treaty, which does not refer to other international obligations or standards, in-
cluding those relating to human rights.+

The core of FATF is a periodic country “Mutual Evaluation Report” (MER) recommend-
ing how each State can become compliant with more than 40 standards.
Recommendations are intended to be implemented nationally through legislation and
policy reform. States that are only partially compliant with the standards are added to
a ‘greylist’ (formally, “Jurisdictions under Increased Monitoring”), and States which
show no sign of trying to comply are added to a ‘blacklist’ (“High-Risk Jurisdictions sub-
ject to a Call for Action”). FATF has no compliance enforcement mechanisms but relies
on “name-and-shame” and its influence on the global financial sector — which is signif-
icant as FATF ratings are likely to influence a country’s ability to receive loans and
foreign investment.+

% Interview with CSO leader, 9 December 2022

37 Email correspondence with media editor, 13 December 2022

401CNL and ECNL (2021), “Understanding and Responding to Government Over-Regulation based on Money Laun-
dering and Terrorist Financing Restrictions”

M EATF (2019), “Financial Action Task Force Mandate”, FATF

42 Balakina (2017), “Bank Secrecy in Offshore Centres and Capital Flows: Does Blacklisting Matter?”, BAFFI
CAREFIN Centre Research Paper No. 2016-20; Brot fur die welt (2017), “The impact of international counter- ter-
rorism on civil society organisations”
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Myanmar is a member of FATF’s Asia Pacific Group (FATF-APG).#3 It last participated
in a MER in 2018 and has since received an annual “Follow-Up Report” (FUR) demand-
ing concrete action, with a final warning in June 2022.44 FATF demoted Myanmar from
the greylist to the blacklist on 21 October 2021 for failing to act on its FUR and greylist
recommendations.*> As part of the blacklisting, FATF urged its members and other ju-
risdictions to “apply enhanced due diligence measures proportionate to the risk arising
from Myanmar.”4¢

Some international observers welcomed FATF’s blacklisting, believing that it would
contribute to punishing the military junta and excluding it from the international legit-
imacy it reportedly craves.4” They condemned the military junta for destroying the
economy, crippling the currency, purging financial experts, and growing Myanmar’s
illicit economy, predominantly through the unregulated export of natural resources
such as gems and timber, as well as drugs like heroin.4® They also believed that black-
listing would compel responses from those States that have so far refused to impose any
other form of sanction, particularly Japan, South Korea, Singapore, and Australia.4
Other observers believed it would have little effect.s° The opposition National Unity
Government (NUG) did not call for FATF blacklisting.s"

The three countries currently blacklisted are Iran, North Korea, and Myanmar. Observ-
ers note that Myanmar’s financial sector is not yet as co-opted by the military junta as
the other two.5? Furthermore, no other similar failing States or authoritarian regimes
are blacklisted, raising questions about the intentions of the FATF-APG decision-mak-
ers or other powerful stakeholders.

FATF standards and FATF blacklisting may have an explicit impact on civil society.
FATF Recommendation 8 and Immediate Outcome 10, both of which relate to “non-
profit organisations” (NPO), were added by FATF due to concerns that such organiza-
tions were a route for terrorist funding, although there is no evidence that the non-
profit sector is a significant conduit for criminal financial activities, especially in com-
parison with other sectors where the vast majority of terrorist financing and money
laundering activity occurs. (Indeed, in 2016, FATF amended Recommendation 8 to re-
move language deeming NPOs ‘particularly vulnerable’ to terrorist financing.)

43 Asia Pacific Group on Money Laundering

4 Asia Pacific Group on Money Laundering (2022), “Myanmar”, APG

“FATF (2022), “High-Risk Jurisdictions subject to a Call for Action - 21 October 2022”, FATF

4 FATF (2022), “High-Risk Jurisdictions subject to a Call for Action - 21 October 2022”, FATF

47 Abuza (2022), “Myanmar's financial blacklisting is worth the risks it brings”, Nikkei

48 Solomon (2022), “Myanmar Joins North Korea and Iran on Global lllicit Finance Blacklist”, Wall Street Journal
4% Abuza (2022), “Myanmar's financial blacklisting is worth the risks it brings”, Nikkei

0 Kucik (2022), “Myanmar’s FATF blacklisting will do little to unseat the generals”, Frontier Myanmar; Tilleke & Gib-
bins (2022), “Myanmar Blacklisted by the FATF”, Tilleke & Gibbins

1 Chau (2022), “Myanmar citizens would bear brunt of potential FATF blacklisting”, Nikkei
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Recommendation 8 nonetheless requires States to, “review the adequacy of laws and
regulations that relate to non-profit organisations which the country has identified as
being vulnerable to terrorist financing abuse.” Outcome 10 requires States to show how
they have “implemented a targeted approach, conducted outreach, and exercised over-
sight in dealing with NPOs that are at risk from the threat of terrorist abuse.” FATF
standards on NPOs apply to CSOs and media outlets, both because media outlets are
sometimes similar to CSOs, as described previously, but also because FATF itself refers
vaguely to “mass media tools” and “media operations”.’3 FATF’s complementary “Inter-
pretive Note”, “Best Practices” guide, and “Handbook for countries and assessors” all
significantly expand Recommendation 8 to include standards with a potentially wide-

ranging impact upon civil society and the media.54

Encouraging registration

FATF’s 2021 impact assessment claimed that some States have “incorrectly” imple-
mented FATF standards to “justify restrictive legal measures to NPOs in the name of
‘FATF compliance’.”ss However, FATF standards do not recognize or refer to interna-
tional human rights law even though the standards clearly impact the right to freedom
of association in particular.5® They also do not include basic human rights-related con-
cepts on legality, the narrowness of application, proportionality, necessity, and non-
discrimination. As a result, it is completely foreseeable that the standards risk encour-
aging - or providing a smokescreen of legitimacy to - authoritarian States, such as the
military junta, to oppress civil society.’” This risk has likely increased following Myan-
mar'’s blacklisting.

One example of where FATF standards and recommendations may encourage or legiti-
mize over-regulation of CSOs, media-related CSOs, and media outlets is in
undermining the right to freedom of association. Regulations on the registration of as-
sociations can have “devastating downstream effects” on NPOs.5® FATF-APG’s 2008
MER of Myanmar indeed recommended that the then military junta “conduct a review
of the adequacy of its existing NPO-related laws with emphasis on [terrorism financing]

S FATF (2008), “Terrorist financing”, FATF

%4 Brot fur die welt (2017), “The impact of international counter- terrorism on civil society organisations”

% FATF (2021), “High-Level Synopsis of the Stocktake of the Unintended Consequences of the FATF Standards”,
FATF

% FATF has published a Best Practices report which does for the first time state that “as a matter of principle, comply-
ing with the FATF recommendations should not contravene a country’s obligations under (...) international human
rights law to promote universal respect for, and observance of, fundamental human rights and freedoms, such as free-
dom of expression, religion, or belief, and freedom of peaceful assembly and of association”. Hayes, B. (2012),
“Counter-terrorism, ‘policy laundering” and the FATF: legalising surveillance, regulating civil society”, Statewatch

>’ Hayes, B. (2012), “Counter-terrorism, ‘policy laundering’ and the FATF: legalising surveillance, regulating civil soci-
ety”, Statewatch

%8 Special Rapporteur Aoldin (2022), “The Human Rights and Rule of Law Implications of Countering the Financing of
Terrorism Measures”, United Nations Special Rapporteur on the promotion and protection of human rights and fun-
damental freedoms while countering terrorism, UN OHCHR
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vulnerability of the sector.”s® This recommendation was made despite near universal
awareness of the military junta’s widespread and systematic human rights violations.
The 2018 MER included toned-down language compared to 2008 but still called for reg-
ulatory frameworks for registering NPOs.®® Neither FATF nor the MER have referred to
the military junta’s evident over-regulation of associations.®"

In practice, FATF standards have served to legitimize burdensome association registra-
tion requirements, including bans on registration, overly-complicated registration
procedures, arbitrary denial of registration, onerous reporting requirements, and can-
cellation of registration.®? They also serve as a convenient justification for authoritarian
governments to adopt a high level of suspicion and hostility towards CSOs and media
outlets in general, which is reflected in regulation, as well as in smear attacks against
the sector.®3

New registration rules are rarely confined to a subset of NPOs that are at risk of being
misused for ML/TF %4 as required by FATF; instead they tend to apply without discrim-
ination to the entire sector.®s Although there has been no in-depth investigation into the
impact of FATF standards on Myanmar’s association regulatory framework, studies
covering neighboring Bangladesh, Cambodia, India, and Indonesia found strong link-
ages between similar FATF recommendations calling for NPO laws and States
developing new laws requiring and regulating the registration of associations that se-
verely limit the right to association.®® One study claimed that FATF-APG had been a
“significant factor” in the development of legislation.®” It may therefore not be coinci-
dence that the junta enacted the new Association Registration Law a mere week after
Myanmar was blacklisted by FATF.

Unwarranted interference

FATF’s “Interpretive Note” on Recommendation 8 sets out 15 measures specific to NPOs
that expand FATF’s scope of government interference in the affairs of CSOs, media-re-
lated CSOs, and media outlets, beyond just registration. These measures include
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maintaining information on activities, identities of staff and volunteers, financial in-
come and expenditure, beneficiaries’ identities, donors’ identities, the purposes of
international transactions, and compliance generally.®® These measures are specific to
NPOs and are measures in addition to a State’s general legislative framework concern-
ing the general regulation of businesses and private individuals. At the very least, these
measures encourage over-regulation of NPOs in a “one-size-fits-all” approach that
likely constitutes an unwarranted interference in civil society.® In many cases they
serve to encourage or legitimize authoritarian States’ increased and disproportionate
control over civil society. Pressure to adopt further restrictive measures on NPOs is
therefore likely to increase as a result of blacklisting.”

FATF-APG’s 2008 MER urged Myanmar’s then-military junta to “introduce explicit ob-
ligations” for NPOs as well as requirements for State oversight over NPOs, including a
demand for menacing “onsite inspections”.” The MER included no reference to inter-
national human rights law or applicable standards. In response, the military junta
announced that the police’s transnational crime department would increase general
scrutiny of NPOs, dissolving any NPOs that would not or could not conform to their de-
mands.”>

FATF standards may encourage or legitimize authoritarian States like Myanmar to
place unnecessary and disproportionate reporting and administrative requirements on
NPOs. This includes heightened due diligence of financial administration, dispropor-
tionate staffing requirements, expensive processes, and arbitrary discretionary powers
for the State to request documentation.” Failing to report to the State can also attract
disproportionate sanctions.” CSOs, media-related CSOs, and media outlets generally
have limited administrative capacity and the additional burden may become expensive
to implement and distract those organizations from their primary purpose, with a par-
ticularly debilitating effect on smaller and more grassroots organizations.”

FATF standards on the monitoring of NPO compliance may encourage or legitimize
State surveillance over CSOs and media outlets, including interception of information,
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data retention without adequate safeguards, and the invasion of privacy.”® FATF stand-
ards urge States to establish, “Financial Intelligence Units” within the police, and to
provide them with powers to access financial and administrative information,’” includ-
ing records dating back five years.”

FATF has not however backed this up with requirements for adequate safeguards.”™
States like Myanmar have very few, if any, data protection, privacy, and non-discrimi-
nation safeguards against the misuse of such elaborate reporting and information
systems, enabling the State to monitor and illegitimately interfere in NPOs.?° FATF also
encourages States to use investigative techniques such as undercover operations, inter-
ception, and accessing computer systems.®” UN human rights experts have warned that
the application of such techniques to general NPOs is almost entirely disproportionate,
and additionally enables authoritarian States to place civil society under the purview
not of general administration but of the State security apparatus.$?

The impact of FATF standards on CSOs, media-related CSOs, and media outlets may be
disproportionately worse in conflict areas. In Myanmar, which has faced decades of do-
mestic conflict and a military junta that labels any opposition as “terrorists”, FATF
standards may have promoted an “unproven assumption” among the State that civil so-
ciety and oppositional movements are all closely interlinked.?’ The standards may
encourage or legitimize the military’s enhanced oppression of NPOs operating in con-
flict areas.3 They may also indirectly force NPOs to become part of the State’s
intelligence-gathering processes,* and increase beneficiaries’ mistrust of NPOs due to
their need to collect information.®
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Criminalization

The G7 called, in its establishment of FATF, for measures to sanction NPOs.%” The mis-
use of NPOs to finance terrorism was “recognised as a crucial weak point in the global
struggle.”® FATF standards provide for the sanctioning, including via specific criminal
laws of a comparatively broad range of acts, and these are reflected in recommendations
put to States.®

FATF and FATF-APG have, “exerted considerable influence, pressuring governments”
to adopt or amend criminal laws, “following opaque processes” that avoid “proper con-
sultations” and are “characterized by an almost complete lack of accountability.*°
FATF-APG’s 2008 MER urged Myanmar’s then military junta to, “Introduce adminis-
trative penalties in respect of non-compliance with reporting obligations or providing
misleading information.”" The 2018 MER called on Myanmar to address, “very weak
sanctions” for those NPOs that contravene regulations.®* Blacklisting may increase
pressure on the military junta to further respond to the recommendations.

FATF standards may encourage or legitimize overbroad definitions of “terrorism” and
an overbroad scope of what can be legitimately criminalized.** FATF recommendations
may “ensure that terrorist financing offences are defined extremely broadly in national
law”.94 Authoritarian States like Myanmar label legitimate organizations, including
non-violent NPOs, as “terrorists”, and regard many legitimate acts, including common
NPO acts, as “terrorism”. CSOs, media-related CSOs, and media outlets are often la-
belled as enablers or supporters of terrorists and terrorism.® UN human rights experts
have raised concerns about how a lack of definitional safeguards can “violate the prin-
ciple of legality by containing overly broad and vague definitions of terrorism” that
“carry the potential for deliberate misuse” by States.?® The Rapporteur continued, “Un-
clear, imprecise or overly broad definitions can be used to target civil society”.

FATF standards on sanctioning may also encourage or legitimize the stretching or
breaking of normal standards of criminal law, in particular relating to mens reaand ac-
tus reus. FATF urges States to criminalize offences, “even in the absence of a link to a
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specific terrorist act or acts”, and regardless of whether the offence was “actually used
to carry out or attempt a terrorist act” or was even “linked to a specific terrorist act”.”
FATF also warns States that “criminalizing terrorist financing solely on the basis of aid-
ing and abetting, attempt, or conspiracy is not sufficient” to comply with FATF
standards.”® The application of FATF standards may undermine due process standards
concerning the presumption of innocence, the right to effective protection by the
courts, and the right to review and challenge terrorist designations.®

Although the military junta criminalizes CSOs, media-related CSOs, and media outlets
in a multitude of ways, principally via criminalization of expression and “unlawful” as-
sociation, the FATF standards may also result in expanding oppression into less visible
financial and administrative crimes. '°° Criminalization of administration, which may
appear less contentious to the public, specifically threatens the ability of civil society to
survive, and to function independently of State interference.™

De-risking

FATF added an unprecedented clause to its Myanmar blacklisting notification, stating:
“When applying enhanced due diligence measures, countries should ensure that flows
of funds for humanitarian assistance, legitimate NPO activity and remittances are not
disrupted.”? This clause, which was reportedly added following intense lobbying by

international NGOs, recognizes the potentially disastrous impact of “de-risking”, or
making decisions primarily to reduce potential risks."3

FATF standards place an obligation on financial institutions, including banks, to police
their customers.”*4 Many institutions choose to de-risk rather than take on the liability
of potentially failing in due diligence.’*s NPOs are often a focus of de-risking.'*® FATF
blacklisting only increases the liability of failure and therefore the likelihood of institu-
tions de-risking.”” It also encourages de-risking as an act of risk avoidance rather than
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risk mitigation.”®® De-risking can subsequently become “de-banking” as institutions re-
fuse to take on high-risk clients, and establish risk-averse protocols that go far beyond
FATF standards.'®® De-risking may also encourage the use of informal and unregulated
means of banking, and stop, delay, or introduce limits on international transactions."

UN human rights experts have expressed serious concerns about the legality and impact
of de-risking upon civil society: “the practice of de-risking necessarily violates the in-
ternational law requirements of proportionality and necessity because, by its very
definition, it is not the most narrowly tailored, risk-based approach”.” In authoritarian
States like Myanmar, where risks are both arbitrary and particularly high, de-risking
and de-banking of NPOs, including CSOs, media-related CSOs, and media outlets, is ex-
tremely common and includes banks refusing to open or operate accounts, closure of
accounts, delays to transactions, and onerous administrative obligations."> Media out-
lets in particular are extremely likely to face de-banking in Myanmar."3

The effective encouragement of de-risking not only applies to financial institutions but
also to donors. In Myanmar, donor de-risking has already reportedly started following
the FATF blacklisting decision.”4 Some donors may de-risk by shifting their support
away from high-risk NPOs, particularly those CSOs and media outlets working in con-
flict areas, towards low-risk UN agencies and international organizations.™s Risk-
averse donors may also choose to fund fewer large NPOs rather than many smaller ones
- and most media-related CSOs and media outlets are comparatively small."® Donor de-
risking also tends to reduce support to those NPOs working on politically-sensitive is-
sues, such as human rights and current affairs.™
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Donor de-risking combined with bank de-risking are a serious threat to NPOs, includ-
ing media organizations in Myanmar, "® threatening to render them unable to
operate.”™ As a result, many CSOs, media-related CSOs, and media outlets may them-
selves de-risk to try to avoid these impacts. Programs on topics that attract increased
scrutiny or due diligence — such as human rights or conflict coverage — may be more
likely to be cut.’>° Only “safe” programs may by likely to continue.”' Risk-averse NPOs
may also cut programs in conflict areas fearing that working closer to conflict groups
may threaten their funding and entail additional operational risks.’** Media outlets may
also similarly cut such projects.’>s Other programs may continue but in secret.’4 Inter-
national NPOs, including those intermediaries that sub-grant to CSOs, media-related
CSOs, and media outlets, may “reorient their operations to less risky areas” in easier
countries, avoiding authoritarian States like Myanmar entirely.’s

Conclusion

The extent to which the 2022 Association Registration Law and the FATF blacklisting
have and may yet still affect CSOs, media-related CSOs, and media outlets remains to
be seen. The operational headquarters of many such organizations have already moved
into exile, and those that remain physically operating or partially operating inside My-
anmar’s borders have no desire nor intention to register with the military junta’s State,
either because they are in hiding from the military, or because they do not want to con-
fer any sense of legitimacy upon the military’s coup.® Individuals, both journalists and
CSO employees, working within those organizations not only agree but in many cases
are the driving forces behind these decisions.’*’

Nonetheless, legal and policy frameworks usually have long lifespans and hypothetical
impacts may become actual impacts in two- or five- or ten-years’ time. The 2022 law
violates international human rights law in a number of ways and creates a high-risk
environment for civil society. Organizations, including media outlets, may have no cur-
rent plans to register with the military junta’s State under any law, including the 2022
law, but may change their minds if the military begins to incrementally unclench its
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grip on power. When the previous military junta handed over power to the quasi-civil-
ian government in 2011, media outlets began registering. Similarly, if the military junta
falls, there is no certainty that the National Unity Government will immediately reform
laws. When Aung San Suu Kyi’s National League for Democracy gained power in 2016
it almost immediately rolled back on its promises for reforming media laws.

The impact of the FATF framework, and blacklisting in particular, is less palpably men-
acing to Myanmar’s CSOs and media than the 2022 law, but may still have significant
downstream effects on the sector.”® FATF seems to be designed by and for States that
already have a public policy framework with robust safeguards in place for protecting
human rights and promoting good governance. In failed, conflict, or authoritarian
States like Myanmar, any demands for regulating civil society, combined with a total
absence of human rights and due process obligations, is an open invitation for abuse.
FATF’s decisions have seemingly encouraged or legitimized successive Myanmar gov-
ernments in over-regulating the NPO sector, as has been the case with several
neighboring States. While FATF’s call for others not to “disrupt” aid flows or civil soci-
ety is helpful, it is unclear whether this statement alone will prevent de-risking or
another negative impacts on CSO and media actors.

CSOs, media-related CSOs, and media outlets face an existential threat in Myanmar,
facilitated by the military junta’s new 2022 Association Registration Law and encour-
aged or at least legitimized by overreaching FATF standards lacking human rights
safeguards. The danger is that in the coming period, civil society and the media will be
forced by the threat of the regulatory framework and the reaction of donors and other
stakeholders to “de-risk” and censor themselves, regressing to a nearly nonexistent
civic space last seen under the previous military junta.
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